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Questions for the Panel
Privacy Principles and Standards: 
-What are the ground rules we can all agree on? -How do 
we balance privacy protection with data and analytical 
utility?

These are the right questions. How do we answer them?
1) Draw from experience
2) Identify additional threshold questions to 
answer in this proceeding 
3) Develop ground rules/requirements
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Developing Ground Rules
Ground rules should reflect answers to the following 
questions
• Discussed yesterday:

• Who needs access to the data--who is asking? Who else will ask?
• What are their current obstacles to access?
• What is the applicable law?
• What are the technical security and privacy issues and constraints?

• Additional Questions:
• What are the analytical needs? What analysis is needed?

• What research or other questions need to be answered
• What are data needs for any given analysis?

• Format
• Detail
• Security
• What is not needed? 
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Data Handling Questions from FIPPs:
D. 10-06-047  June 24, 2010
Ground rules should draw on experience in this proceeding. 
• D. 11-07-056 Privacy Rule reflects basic data handling 

questions drawn from Fair Information Practice Principles:
• What data is the utility now collecting?
• For what purpose is the data being collected?
• With whom will the utility currently share the data?
• How long will the utility currently keep the data?
• What confidence does the utility have that the data will is accurate and 

reliable enough for the purposes for which the data will be used?
• How does the utility protect the data against loss or misuse?
• How do individuals have access to the data about themselves? and
• What audit, oversight and enforcement mechanisms does the utility 

have in place to ensure that the utility is following their own rules?
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Data Handling Questions from FIPPs:
D. 10-06-047  June 24, 2010

• These apply equally to research and other analytical uses 
of energy usage data:
• What data [does the user need to] collect[]?

• (Level of detail, format, what is not needed, etc.)
• For what purpose is the data being collected?

• (What are the analytical needs?)
• With whom [would the user] share the data?
• How long [would the user need to] keep the data?
• What confidence does the [user] have that the data [requested is 

what is needed] for the purposes for which the data will be used?
• How [will the user] protect the data against loss or misuse?
• How do individuals have access to the data about themselves? and
• What audit, oversight and enforcement mechanisms does the [user] 

have in place?
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2011 Privacy Rule
D. 11-07-056  July 28, 2011
Privacy Rule from D. 11-07-056 : 
• Covers the threshold questions I have described
• Ground rules for research sharing will need additional 

detail on some issues
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PG&E
“Strawperson”

Exhibit A
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“Covered Information” and “Aggregate” Information

• Key pair of provisions in D. 11-07-056 Privacy Rule
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Energy usage data is “covered information” if 
“an individual, family, household or residence, or 
non-residential customer can[] reasonably be 
identified or re-identified” (emphasis added)

Covered entities must “permit the use of 
aggregated usage data (removed of all PII) …. 
provided that the release of that data does not 
disclose or reveal specific customer 
information because of the size of the group, rate 
classification, or nature of the information”
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Ground Rules should specifically address:
• Re-identification of individual household or customer and 

revelation of “specific customer information” 
• To apply “covered information” definition
• To apply “aggregate” information provision

• Ground Rules should require, at a minimum,
• Policy safeguards
• Technical best practices
• That 

• Minimize revelation of data
• Are developed in consultation with experts
• Can evolve over time
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Addressing Aggregation, 
Re-identification, and Research Needs

Ground Rules should:
• Work as a more detailed application of the Privacy Rule 
• Require minimization of data revelation
• Draw from experience

• Existing research examples
• See comments by Haas researchers
• Others

• Reflect expert input
• Data security
• Re-identification
• Other “Big Data” privacy issues

• Keeping data over time (multiple studies)
• Updating practices and datasets as needed
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Practical Considerations
• Practical security and privacy

• Breaches happen
• “Mission creep” also happens
• Re-identification happens

• Proactive planning/design (PbD) vs. retrofitting
• Costs: not just money, though that, too

• Backlash and mid- to longterm effects of problems
• Maintaining versus losing the public trust (U.S. Census)

• Applies equally to any research subjects (Boston College oral history)
• Also applies to private companies

• Good opportunity to avoid this 
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Next Steps
• Understand and apply legal backdrop

• Information Practices Act; other legal requirements

• Gather information
• Use FIPPs-based and Additional Questions to gather information 

during this proceeding 
• Draw on experience

• From proceeding/Privacy Rule
• From researchers and research institutions

• E.g., institutional review board processes
• From security experts
• From utilities and other data custodians and handlers

• Develop requirements for data-sharing
• That follow Privacy Rule, applicable laws, and technical best 

practices for research and security
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